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INTRODUCTION

Digital technology has increased the available avenues for mass surveillance. From
Edward Snowden’s revelations in 2013 about US government surveillance, to the decidedly
commonplace data collection of today, surveillance and privacy have become political issues.

The rise of large technology companies like
Facebook and Amazon has also increased
surveillance challenges. Increasingly, private
technology firms drive the surveillance agenda
of governments. In this context, the UN
Special Rapporteur on Freedom of Opinion
and Expression has called for a moratorium
on the sale, transfer and use of surveillance
technology, pointing out that there is no
effective global or national public control over
such technologies.!

DIGITAL TECHNOLOGY AND SURVEILLANCE

This report provides an overview of the
surveillance landscape in the Asia-Pacific region,
focusing on the Philippines, Thailand, India and
Cambodia, and outlines the greatest privacy
risks from both state and non-state actors. The
political context for the four countries includes
the rise of undemocratic forces, neoliberalism,
inequality and the diminishing role of the welfare
state. The Covid-19 pandemic has affected all
four countries differently, but the economic
impacts have been adverse in all. The paper
elaborates on the surveillance implications of
Covid-19 in these countries.




POLITICAL AND ECONOMIC CONTEXT

This section presents the economic and political context to digitalisation and digital
surveillance in the selected countries.

compared to the country’s neighbours and

Phlllpplnes were accompanied by widespread hunger. The
economy experienced a recession® and is also
Only about 50 percent of individuals in the seeing record high levels of unemployment.®
Philippines use the internet. Much like other
countries in the Global SOUth, the Phl||pp|l’]eS/ In June 2016, Rodrigo Duterte came to power
internet use is driven primarily by mobile in the Philippines. His rule has become known
connections.? Internet access is less prevalent for its brutal crackdown on alleged drug
and reliable for rural areas as compared to urban dealers and on p0|itica| opponents, as well as
areas, and can be patchy even in urban areas.? its extensive use of social media for narrative
building. The government passed a draconian
Over 57,000 people had lost their lives to Anti-Terrorism Law that makes it easy to
Covid-19 in the Philippines as of March brand any individual as a terrorist and uses an
2022.* These numbers are relatively high over-broad definition of terrorism.”
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Using phone application/registration in Thailand for use when entering shops by ILO Asia Pacific
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Thailand

In Thailand, internet coverage is high,
particularly in the form of mobile broadband.
78 percent of all people reported using

the internet in 2020.8 Thailand sees a high
prevalence of digital technology in the
services sector and a limited prevalence in
the manufacturing and agriculture sectors.?
Although the government has prepared vision
documents and policies for a digital Thailand,
the country is saddled with high levels of
inequality, high cost of access and a low
incidence of advanced digital skills among the
population.t?

Added to these issues is political turmoil. In
2014, Thailand was subjected to a military
coup. The government established after the
coup retained power in 2019 through elections
that were widely considered to be manipulated.
Since July 2020, the country has seen huge
demonstrations for a new Constitution and
reform of the monarchy. These demonstrations
follow from youth and student protests that
were a reaction to the banning of an opposition
party. This political discontent is also related
to the government’s mismanagement of the
economy, amplified during the pandemic. The
nearly unprecedented anti-monarchy nature

of the protests ensured the support of workers
and the general public.tt

As of early 2022, the protests have been
thwarted through repression, although
discontent with the government persists

and discontent with the monarchy is now
mainstream.'? With the suppression of large-
scale street protests, Thai activists are taking
to individual demonstrations and social media
activism.!® This makes digital surveillance a
greater danger to dissent today.

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

AS OF EARLY 2022,
THE PROTESTS

HAVE BEEN
THWARTED THROUGH
REPRESSION,
ALTHOUGH

DISCONTENT WITH
THE GOVERNMENT
PERSISTS AND
DISCONTENT WITH
THE MONARCHY IS
NOW MAINSTREAM.

India

In India, the ICT Access Index as calculated
by the International Telecommunication Union,
is 38.2—a figure much lower than other
BRICS countries, demonstrating the low levels
of internet access in the country.*® In addition,
internet access varies across gender and
regions.

Demonetisation of Indian currency notes

in 2016 precipitated an economic crisis,
particularly for small and medium industries,
that is yet to abate. The government is keen



to push through neoliberal reforms in the
agricultural sector, seeks to privatise public
enterprises, and is diluting hard-won labour
protections. Its crackdown on protests
against discriminatory citizenship laws (the
Citizenship Amendment Act and the proposed
National Register of Citizens) has been
followed by an unprecedented and successful
movement by the country’s farmers against
agricultural reforms. A harsh lockdown
during the first wave of the pandemic meant
that tens of thousands of workers lost their
jobs, migrant workers had to walk to their
villages with their families, and millions of
Indians fell into poverty. An even harsher
second wave between February-June 2021,
exacerbated by government inaction, led to
1.5 million deaths by unofficial estimates.'?

Digital technology has been crucial in aiding
the government and the ruling party in its
goals. Anti-Muslim violence, the lynching

of minorities and a pogrom in Delhi were

all accompanied by virulent disinformation
campaigns through both digital and traditional
media, in addition to state-supported online
hate speech.'® Several Indian police agencies
also carry out targeted and mass surveillance
through emerging technology (such as voice
analytics) in a legal vacuum.?

Cambodia

Cambodia has high internet penetration—
about 78.8 percent of the population used the
internet as of 2020.8 This figure was a sharp
rise since 2017, when only 32.9 percent of the
population used the internet. The increase is

in line with the government’s goal, stated in
2016, to increase internet penetration to 80
percent by 2020.%7

The government implemented an initially
effective if severe response to the Covid-19
crisis. It limited the number of Covid-19
cases to about a thousand as of March 2021
and prevented a single Covid-19 death from
occurring in that time.2° By April 2022, the
number of deaths had ballooned to over
3,000.2! Towards the end of 2021, the country
declared that it would pursue a policy of
“iving with Covid”, after which deaths have
stabilised albeit under low levels of testing.??

In April 2020, the government promulgated
the State of Emergency Law, restricting
freedom of movement and assembly.??
However, it did not actually declare a state
of emergency.?* There are concerns that the
government used the pandemic to give itself
extraordinary powers for the future.?®> The
government has already used Covid-related
powers to arbitrarily test and detain striking
workers at the NagaWorld casino.26

In 2020, two major drivers of the Cambodian
economy—garment exports and tourism—
took a hit from European sanctions and
Covid-19.%7 There were large-scale layoffs in
the garment industry, and initially no debt
relief forthcoming from the government

for debt-ridden workers.?® Eventually, the
government announced support measures for
workers, small and medium enterprises, and
the agriculture sector.??

Seen over a longer time period, Cambodia
has not been free from the clutches of
neoliberalism. The state has been falling
short in providing public welfare, and has
ended up facilitating private and foreign aid
initiatives.?® There have also been reports of
the persecution of political opponents and
politically motivated arrests.®!
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SECTION I: STATE SURVEILLANCE

State agencies and surveillance

State agencies carry out surveillance in
both legal and illegal ways. Undue mass
and targeted surveillance can be quite legal,
and thus we examine below both methods of
surveillance in the selected countries.

Philippines

New Anti-Terrorism Act: The Human
Security Act in the Philippines gave the
government the right to conduct surveillance
on anyone suspected by the government of
being a terrorist.32 This law was in place
despite the fact that the right to privacy is

constitutionally guaranteed in the Philippines.

Its updated version—the Anti-Terrorism Act of
2020—makes it easier for the government to
designate anyone a terrorist, increasing the risk
of targeted surveillance. It allows for lengthy
invasive surveillance and warrantless arrests.??

The law is aimed at the communist and Muslim
insurgencies in parts of the country.* It
enables the persecution of the leftist political
opposition and people accused of being
communists.?® The Supreme Court upheld all
but one section of the law, striking down a part
that said “advocacy, protest, dissent, stoppage
of work, industrial or mass action, and other
similar exercises of civil and political rights”
could be designated as terrorism based on their
intentions.?® The law is reportedly unpopular.3”

Philippines protests: Global Day of Action against red tagging by IndustriALL Global Union
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United States involvement: The involvement
of the US is palpable in the Philippines’
surveillance activities. This involvement has its
roots in colonial surveillance imposed by the US
on the Philippines before and after the country
won its freedom in 1946.38 The US government
has trained officials in the Philippines on
conducting social media monitoring, enabling
their overreach.3® The country has also been
subject to the US National Security Agency’s
overseas surveillance programmes MYSTIC and
PRISM, and even signed an Enhanced Defense
Cooperation Agreement with the US under
former President Aquino.*

THE COUNTRY

HAS ALSO BEEN
SUBJECT TO THE US
NATIONAL SECURITY
AGENCY'S OVERSEAS
SURVEILLANCE

PROGRAMMES MYSTIC
AND PRISM, AND EVEN
SIGNED AN ENHANCED
DEFENSE COOPERATION
AGREEMENT WITH THE
US UNDER FORMER
PRESIDENT AQUINO.

Social media and surveillance: Recently,
President Duterte vetoed a bill that would
require all persons purchasing a SIM card to
present an 1D card, and for social media users
to register their names and phone numbers.
His stated motivation for the veto was that it
was against free speech and privacy.** However,
critics have pointed out that the probable real
motivation for the veto is that Duterte’s party
and government rely heavily on fake profiles

on social media to spread their messages.*?

In this way, online anonymity perversely helps
the government preserve its power in the
Philippines. Critics still maintain that the Bill
would be ineffective in stopping terrorism or
misinformation, as SIM card identity registries
or social media registration have not been
shown to work in any country.®®

Thailand

The use of legislation against dissent:

In Thailand, the Computer Crime Act, passed
in 2007 after a military coup, started the
systematic control of the internet by the
military.** It requires that service providers
store metadata for 90 days, and allows state
agencies to access this metadata without
needing a court sanction.® This Act also
expands the ban on criticising the monarchy

to the domain of the internet, uses vague
definitions to criminalise the dissemination

of “obscene’ material, and allows for taking
down content that violates public order or good
morals of the people.*® In February 2019,
Thailand enacted a National Cybersecurity Law
that was criticised for enabling the government
to seize data and devices without court
authorisation under vague national security
justifications.” The right to privacy was
removed in the interim Constitution after the
military coup in 2014.8 Other laws that are

FOCUSWEB.ORG
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used to target protestors include the Personal
Data Protection Act of 2019. Under this Act,
there are broad exemptions to the requirement
of consent prior to data collection if the

data is collected by the state for some stated
purposes.®? Activists involved in the recent
protests have been charged under the Computer
Crime Act among others, as protestors have
extensively used social media to communicate
and mobilise.?®

Turning citizens against citizens: In 2017,
Privacy International released a report
detailing the use of government resources to
monitor social media posts for anti-monarchy
content. The report revealed that the Thai
government staffed people full time to monitor
social media, and also incentivised citizens to
share the personal information of people that
they think are violating the law.>*

Social media surveillance in Thailand predates
this wave of protests. Laungaramsri (2016)
showed how cyberspace became the military’s
priority battlefield in the preceding years,

and how the Cyber Scout program has been
used to create a large group of volunteers,
including students, to keep an eye out for anti-
monarchy comments online.” In the same vein,
the Digital Economy and Society Ministry of
Thailand set up a “‘fake news” prevention and
suppression centre, that will coordinate with
anti-fake news centres across the country. The
centre will operate under a new regulation
that gives the government powers to suppress
content online under a broad definition of fake
news, including information that damages the
image of the country and that causes social
misunderstandings.33

Counter-insurgency and the Muslim
minority: In the southern border regions of

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

THE REPORT
REVEALED THAT THE
THAI GOVERNMENT
STAFFED PEOPLE FULL
TIME TO MONITOR
SOCIAL MEDIA, AND

ALSO INCENTIVISED
CITIZENS TO SHARE
THE PERSONAL
INFORMATION OF
PEOPLE THAT THEY
THINK ARE VIOLATING
THE LAW.

Thailand, the government has launched an
extensive facial recognition data collection
drive. All persons registering for a SIM card
have to submit their facial data to be used
for the facial recognition system to counter
insurgency.® Since this policy applies primarily
to the Malay Muslim areas of the country
and not elsewhere, it has been construed as
discriminatory and targeted surveillance,
particularly in the context of extrajudicial
killings of suspected insurgents.?®



India

Data protection in the law: India does not
yet have a comprehensive privacy or data
protection law, although the right to privacy
has been declared a constitutional right by the
Supreme Court in 2017.%¢ Sectoral guidelines
and regulations issued by the Press Council

of India, the Medical Council of India, as well
as certain financial laws contain provisions
for privacy.?” The Information Technology Act
provides grounds for government surveillance
of internet data under Section 69. These
include defending the sovereignty of India and
public order. The Act also provides a remedy
for illegal hacking. The Indian Telegraph Act
of 1885 contains provisions that allow Central
and State governments to intercept phone

and computer-based communication. The
government requires an authorisation from the
Home Secretary (an administrative position)
to intercept communication.® In 2018 the
government authorised 10 agencies, including
the Narcotics Control Bureau and the
Commissioner of Police of Delhi, to intercept
communication provided they follow the law
and standard operating procedures. The review
process for interception, meant to prevent
misuse, is not adhered to as a rule.>®

Emerging technology and state
surveillance: India’s biggest surveillance
challenges seem to be driven by secretive

government programmes and new technologies.

For example, the National Intelligence Grid
or NATGRID is a system that integrates
data on people from various sources.

The system is currently being challenged

in court for allowing the government to
monitor telecommunications in bulk.t® New
technologies, such as facial recognition

and drones, are being used to build up

10

mass databases and target dissenters. For
instance, police have been regularly recording
protestors’ faces at protest sites in order to
feed the data into facial recognition systems.6?
Several state and city police forces use facial
recognition technology for a litany of uses,
including finding missing children, profiling
accused persons, and monitoring public
spaces.? In fact, some states use facial
recognition technology and audio analytics to
monitor prison systems through an expansive

IN FACT, SOME
STATES USE FACIAL
RECOGNITION
TECHNOLOGY AND
AUDIO ANALYTICS TO
MONITOR PRISON
SYSTEMS THROUGH AN
EXPANSIVE NETWORK
OF CAMERAS AND
MICROPHONES,
AIMING TO
TRANSFORM THIS
MONITORING INTO
DATA FOR PROFILING
AND PREDICTION.
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network of cameras and microphones, aiming
to transform this monitoring into data for
profiling and prediction.®® Large parts of such
surveillance are carried out in partnership with
the private sector with little to no transparency
on the terms of the agreements.®*

New threats to privacy: New laws, such

as the Criminal Procedure (Identification)
Bill, provide the police with broad powers to
collect (without a warrant) biological data
and other “measurements’” such as signatures
and handwriting from arrested persons.®® The
law has provoked widespread concern over
the use of such data collection for profiling,
particularly as it allows police authorities

to retain the data for up to 75 years.%¢
Meanwhile, a much diluted version of the Data
Protection Bill is still pending in Parliament.

Cambodia

Right to privacy: In Cambodia, Article 40

of the Constitution guarantees the right to
“privacy of residence, and to the secrecy of
correspondence by mail, telegram, fax, telex
and telephone’.%” However, the State of
Emergency Law passed during the pandemic
allows the government unbridled digital
surveillance powers once a state of emergency
is declared by Royal Decree in consultation
with the Prime Minister, the President of the
National Assembly, and the President of the
Senate. The Law grants the government the
authority to carry out “'surveillance measures
by any means for digital information in
response to the State of Emergency” and to
institute “‘bans or limits on distributing or
broadcasting information that can cause public
panic or turmoil, damage to national security
or confusion about the situation under the
State of Emergency” (unofficial translation).6®

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

The Cambodian Ministry of Posts and
Telecommunications has the right to control
and demand “‘telecommunications, information
and communication technology service data”
under the Telecommunications Law. The

same law gives telecom subscribers “‘rights

to privacy, security and safety of using the
telecommunications service, except otherwise
determined by other specific law’’.%?

Search and interception of communication:
The new e-commerce law also contains
provisions on data protection and fines for
violating these provisions.”® A 2018 decree
mandates that all Internet Service Providers
should incorporate software that allows
blocking websites that can be considered as
incitement.” The new e-commerce law, which
applies to nearly all electronic commercial

or civil acts, documents and transactions,
prohibits encryption of data that may be used
as evidence. However, the Code of Criminal
Procedure states that investigating officers
need to seek authorisation before conducting a
search.” This can be considered a violation of
citizens’ right to privacy.

Internet Gateway: In 2021, Cambodia
announced its intention to implement a
“National Internet Gateway”’, or a mechanism
whereby all internet traffic in and out of

the country would be routed through a
government-controlled checkpoint.”® In
February 2022, the government announced
that it had indefinitely delayed the
implementation of this Gateway.” Plans

for the Gateway have been criticised for
splintering the internet, likely decreasing the
quality of network provision, increasing costs
and stalling innovation.” Critics also point out
that the Gateway will almost certainly lead

to inspection of content, affecting Cambodian

11



citizens’ right to privacy. The Gateway would
also allow the government to arbitrarily
terminate any person’s internet connection.’®

National digital identification systems

National identification systems are often used
when the state wants to include and exclude
people from services, welfare and certification.
ID systems can be digital or non-digital, and
often, but not always, include biometric data,
i.e. data on people’s physical characteristics
like fingerprints or eye scans.

The World Bank has been aggressive in its
push for digital IDs in Asia-Pacific countries.
It holds that digital IDs are necessary for a
digital economy.”” The Philippines is working
on a national digital ID under the Philippine
Identification System or PhilSys.”® In 2018,

CRITICS ALSO
POINT OUT THAT
THE GATEWAY
WILL ALMOST

CERTAINLY LEAD

TO INSPECTION OF
CONTENT, AFFECTING
CAMBODIAN CITIZENS'
RIGHT TO PRIVACY.
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Thailand initiated a national digital ID project.
It is now planning to replace physical IDs
entirely with digital 1Ds.”

While digital IDs have been the bedrock of
many a new digital industry, such as fintech
in India, they have some disadvantages.
Digitalisation does, of course, help reduce
duplication of work, bring together multiple
databases, and minimise fraud. It is not the
technology of digitalisation that is inherently
problematic, it is the fact that digital IDs
potentially allow government and private
surveillance of people and unfair exclusion.

Digital IDs can facilitate the linking of
various databases. This linked data can
provide a complete picture of a person and
their behaviour. Without adequate encryption
and security, such over-linking of data through
digital IDs can be a powerful weapon in the
hands of the state. India’s biometric ID,
Aadhaar, has been embroiled in controversy
since it was proposed. Recently, there have
been reports of Aadhaar data being used by
the ruling party to micro-target voters in an
election.80

The other problem with digital IDs is that
when welfare is tied to a compulsory digital
ID, it can exclude people from services that
they are entitled to. Malfunctioning of digital
systems, faulty design, poor infrastructure
and poor training of personnel can all lead to
exclusion.® While we will not go into detail
on this issue here as it is outside the scope of
surveillance, it is worth mentioning that very
often the solution to leakages or corruption
in public services delivery cannot be solved
through digital IDs. Where technological
solutions might serve better purposes is

at the rationalisation and modernisation

FOCUSWEB.ORG
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of the backend of these services, such that
public officials can run them smoothly and
transparently. “*Means testing’’—where the
government focuses excessively on excluding
those it considers undeserving from welfare
schemes—is hardly the panacea to the general
inefficiency of these schemes.

Public private partnerships
and surveillance

Private partnerships help governments carry
out surveillance more efficiently. They also help
governments access the latest technology and
use it for mass surveillance.

The Intelligent Operations Center in the
Philippines is an example of this type of
partnership. The Davao city government
partnered with IBM to build this Center as

part of a smart city project.®2 The Intelligent
Operations Center facilitates video analytics and
modern communication devices for the police. It
aims to predict crime and target drug syndicates.
The programme reportedly played a primary role
in undertaking extrajudicial and targeted killings
by the police.® Reportedly, this surveillance
project also fed data into a facial recognition
software. The system is also deployed to target
minor crimes like jaywalking, and was allegedly
used to target political opponents.? The system
has now been replicated as an in-house system in
the Philippines.

Perhaps the best-known private entity
providing surveillance technology to
governments is Palantir, a company that has
worked with nearly the entire intelligence
apparatus of the United States, and which
also received funding from the CIA’s venture
capital arm. Palantir integrates and analyses

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

THE INTELLIGENT
OPERATIONS
CENTER FACILITATES
VIDEO ANALYTICS
AND MODERN
COMMUNICATION
DEVICES FOR THE
POLICE. IT AIMS

10 PREDICT CRIME
AND TARGET DRUG
SYNDICATES. THE
PROGRAMME
REPORTEDLY PLAYED
A PRIMARY ROLE

IN UNDERTAKING
EXTRAJUDICIAL AND
TARGETED KILLINGS
BY THE POLICE.

data from various intelligence agencies and
presents insights to them. It uses social
media data in its analysis as well, and has
also been involved in brutal and excessive

13



police action in the US.% Qver the past few
years, it has become clear that Palantir
helped the National Security Agency improve
XKEYSCORE, a tool that is used worldwide
to spy on online activities. The range and
capabilities of this tool were first exposed by
Edward Snowden in 2013.8

In February 2019, India’s largest retailer
Future Group tied up with Palantir to analyse
shopper behaviour.8” Its other partnerships
in Asia include AirAsia, Fujitsu and Yamato
Holdings. In November 2020, Palantir
announced a joint venture with Sompo
Holdings, a Japanese insurance company.

In Japan, it aims to sell its software to “'big
companies and government agencies” .8 The
motivation for its investment with Sompo
Holdings seems to be a wish to expand into
the field of healthcare. Recently, public
health agencies in the US and the UK have
been criticised for handing over confidential
patient data to Palantir to track Covid-19
related indicators.®? Countries that have
experienced US-led crackdowns on dissent
would be wise to be careful of Palantir and
its investments, given the firm’s extensive
links with US intelligence.

The other large supplier of surveillance
solutions to governments has been the Israeli
company NSO Group. Its malware Pegasus
can read extensive amounts of private data
from targeted smartphones and is able to
turn on a targeted phone’s camera and
microphone. It has been used by governments
of various countries. The company claims
that it only sells its solutions to “authorised
governments’’.%0

In 2019, it was revealed that Pegasus was
used to target Indian activists and journalists,

14

including anti-caste activists. In 2021, a
consortium of news agencies revealed a list of
persons suspected to have been spied on using
Pegasus. Many of these cases were verified
via forensic analysis of phones.? The software
used a vulnerability in WhatsApp to collect
data from phones. The list of names includes
prominent opposition leaders, journalists,
trade unionists and complainants against

a former Chief Justice of India. Many of

the targeted activists have been pursued by
the government for alleged “anti-national”’
activities.?? In addition to India, Pegasus

has been used to target activists in Morocco,
Mexico, and Saudi Arabia. Citizen Lab
detected Pegasus use in 45 countries.?

In Thailand, Pegasus was reportedly used by
the state to target at least 17 dissidents.?*

COUNTRIES THAT
HAVE EXPERIENCED
US-LED CRACKDOWNS
ON DISSENT WOULD
BE WISE TO BE

CAREFUL OF PALANTIR
AND ITS INVESTMENTS,
GIVEN THE FIRM’S
EXTENSIVE LINKS WITH
US INTELLIGENCE.

FOCUSWEB.ORG
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Students using their smartphones while seated along the riverside in Phnom Penh by AFP Photo

The NSO Group is now pitching Covid-19
contact tracing solutions to governments,
creating an obvious cause for concern.? The
Thai government also reportedly purchased
surveillance software from an Italian
organisation in 2013 to perform functions
similar to those performed with the Pegasus
software.? These operations are coordinated
under a cyber warfare unit that is part of the
Thai military.®”

In another example of public-private
surveillance collaboration, Thailand has
enlisted its Internet Service Providers into
monitoring encrypted traffic and sharing
metadata with the government.%® It has
primarily used provisions under the Computer
Crime Act to do s0.%

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

Covid-19 contact tracing,
monitoring and surveillance!®

To control the spread of Covid-19, health
administrations in many countries traced the
contacts of infected people in order to test
them and isolate them if necessary. Both public
and private actors developed Covid-19 contact
tracing apps. These include India’s Aarogya
Setu app, the Philippines’ StaySafe app,
Cambodia’s “Stop Covid-19”” QR Code system,
and Thailand’s Mor Chana app.

India’s Aarogya Setu app was released by
the Government of India in April 2020.The
Ministry of Home Affairs soon released
guidelines making the app mandatory for all
public and private employees in containment

15
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zones. This was followed by the app being

made mandatory for many different groups of
people, including travellers. In some cases the
communication from the government was mixed
on whether installing the app was compulsory
or merely advised. Many employers, prominently
those employing gig workers, made the app
mandatory for their workers, and many private
residential complexes made the app mandatory
for outsiders wishing to enter the complex.10
The app was criticised by privacy activists and
political leaders for having inadequate privacy
safeguards. The app does not have an end date
for data retention, and as it collects sensitive
data such as location and health status, this
leaves it open for abuse even after the pandemic
recedes.!%2 In April 2021, it was revealed that
sensitive data from the app was shared with
police in Jammu and Kashmir.103

In response to criticism about the app’s opacity,
the government released some snippets of

code, which turned out to not include any code
related to data handling by the app.1® A further

danger of surveillance was presented when
India’s National Health Authority announced
that vaccination centres would verify people’s
identities using facial recognition technology.1%®
It is unclear whether these plans materialised in
any vaccination centre.

The Philippines mandated the use of the
StaySafe app in national and local government
organisations in November 2020. This app

had multiple issues related to privacy and
accountability. The government encouraged
private establishments to integrate their
contact tracing data with the app.1% It
recruited a private app developer, Multisys, but
ambiguities in its contract with the government
mean that citizens cannot pinpoint a specific
government agency that is accountable for the
app. There is also no clear process for grievance
redressal and opting out of the app.t?’

Due to vulnerabilities, Citizen Lab was able to
access the geolocation data of thousands of
users of the StaySafe app. After this revelation,

MANY EMPLOYERS, PROMINENTLY THOSE
EMPLOYING GIG WORKERS, MADE THE APP
MANDATORY FOR THEIR WORKERS, AND MANY
PRIVATE RESIDENTIAL COMPLEXES MADE THE

APP MANDATORY FOR OUTSIDERS WISHING TO
ENTER THE COMPLEX. THE APP WAS CRITICISED BY
PRIVACY ACTIVISTS AND POLITICAL LEADERS FOR
HAVING INADEQUATE PRIVACY SAFEGUARDS.
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the data was better secured.'® Concerns about
unmitigated data sharing from the app were
raised to the Department of Health.2%® Concerns
about the indefinite storage of data gathered
using the app remain unaddressed.

In February 2021, the Cambodian government
rolled out a QR code system for businesses to
use so that the movements of customers could
be tracked.!? The system notifies people if a
place they recently visited was also visited by a
Covid positive person. Such tracking presents
privacy risks without appropriate safeguards
such as periodic data deletion, limiting the
visibility of the data, etc.

The government of Thailand took over the
technology of the Mor Chana contact tracing
app in January 2021.The app reportedly has
encryption safeguards built in, and does not
display names of users to most authorities.
However, it has been criticised for having no
clear privacy policy and thus endangering user
trust.!*! In the southern Patani region, the
government was criticised for continuing its
mass DNA collection drive to identify insurgents
despite the risks of infection that this entails
during the pandemic.!?

Other countries in the region have also
extensively used contact tracing apps. Malaysia’s
MySejahtara app is used to monitor health
conditions and facilitate contact tracing. It
appears that this app deletes data after 30
days.!? In addition to apps, Malaysia used
digital IDs to carry out contact tracing and
enforce travel restrictions. It even used drones
to monitor movement during its version of the
lockdown. These drones would click pictures and
record videos over marketplaces and residential
areas.!*115 Indonesia’s contact tracing app
PeduliLindungi collects location data and also

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

IN THE SOUTHERN
PATANI REGION,

THE GOVERNMENT
WAS CRITICISED FOR
CONTINUING ITS MASS
DNA COLLECTION

DRIVE TO IDENTIFY
INSURGENTS DESPITE
THE RISKS OF
INFECTION THAT THIS
ENTAILS DURING THE
PANDEMIC.

incorporates a facial recognition system that can
determine whether a user is wearing a mask.é

Health data is particularly susceptible to
misuse by both public and private actors.
Increasingly, health insurance companies have
begun to provide incentives to customers who
“stay active’” by tracking their physical activity
through fitness tracking apps. Covid-19 health
data, too, can be misused in various ways,
particularly as it can reveal the movements of
people. Data collection for contact tracing must
be limited, have restricted availability, and be
subject to public accountability.
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SECTION II: PRIVATE SURVEILLANCEY

Automation of supervision has made surveillance of workers easier. Take the case of digital
giant Amazon. Its orders are packed and sorted at ‘fulfilment centres’. Workers at these
centres are tracked minutely using technology. They are also rated, warned and terminated
using automated systems. The tracking of their work is so granular and unforgiving that
workers often do not have time to use the bathroom. The Verge estimated that using these
tracking mechanisms, it is likely that Amazon fired ten percent of its workforce every year
simply because they fell below an exacting standard of productivity.!

Companies use surveillance—both social media
tracking and CCTV—even to monitor workers’
moods and opinions.*® Amazon already has
patents for wrist devices that track workers’
hand movements.'?® [t has also launched a
workplace surveillance tool that uses CCTV
footage and computer vision technology to track

whether workers maintain social distancing.}?
There are serious implications of such
surveillance. It puts the onus of ideal behaviour
and avoiding virus contraction on the workers,
and can be used for purposes other than the
ones intended, such as to pressure workers into
working faster or to monitor unionisation.

Amazon Warehouse by Scott Lewis
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Contact tracing and other measures taken

to manage Covid-19 infections have meant
that gig workers too have faced increased
surveillance. For example, food delivery
workers are subject to constant checking of
body temperature, which is even revealed

to customers, whereas customers are not
required to undergo the same treatment.
Workers’ location is tracked even when they
are not at work.*?2 Uber compels its drivers to
click pictures to verify that they are wearing
masks, but does not have the same verification
mechanism for customers.*?®> Many of these
measures are required only from workers
because it is clear that customers would object
to invasive tracking of this nature.

As several countries announced lockdowns to
control the pandemic, many office workers
started working from home. Employers chose to
implement surveillance software to track these
workers’ productivity and ensure that they were
not “'slacking”’. Workplace monitoring software
has been in extensive use even before the
pandemic, but the pandemic increased the pace
of adoption. This software can track keystrokes,
the time between keystrokes, the time spent
away from the computer, track location, review
files, record audio, and can also take regular
screenshots or record screens.

In March 2020, Gartner conducted a
webinar poll for Asia Pacific that indicated
that 91 percent of attending HR leaders
had implemented work from home
arrangements.’?® In India, workers reported
that they are required to keep their video
cameras on during work hours.

There is barely any practice of allowing

workers to consent to a tracking software.
Many tracking software programmes can

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

MANY TRACKING
SOFTWARE
PROGRAMMES CAN
ALSO BE INSTALLED

AND IMPLEMENTED
WITHOUT THE
WORKERS’
KNOWLEDGE.

also be installed and implemented without
the workers’ knowledge.'? In any case, we
can hardly expect free and uncoerced consent
from a worker to an activity proposed by

her employer, given that the consequence of
denying consent can easily be unemployment.
In a work from home context, this coercive
surveillance can extend to the employee’s
family as it is difficult to separate living and
working arrangements at home.

Excessive work monitoring has adverse effects
on workers’ physical and mental health. They
might overwork themselves and burn out.

They can also experience high levels of stress,
which can turn into chronic stress, particularly
if the work involves low discretion but high
monitoring.126

It is no wonder that employers are seeing an
increase in business productivity after a shift
to work from home models.*?” This increase in
productivity hides an increase in exploitation
and decrease in worker welfare.
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SECTION I11: AGENDA FOR ACTION

Given the extensive surveillance challenges facing these countries today, progressive actors
from all fields would benefit from rallying behind certain positions. As states become more
and more hostile to progressive activism and as workers’ rights erode, the act of “being
watched” assumes new dangers. The following is a non-exhaustive list of important demands
that can be considered.

A Comprehensive personal data contain principles that limit data collection to
protectlon law a specified purpose, require consent for data
collection, processing and sharing, mandate
People must have legal recourse to security standards for data storage, and so on.
surveillance by the government and private Thailand (pending implementation) and the
sector. A data protection law sets out the Philippines have already enacted general data
conditions under which personal data can protection laws, while Cambodia and India are
be collected, processed and shared. It can yet to enact theirs. Data protection legislation

A “'Bridge to Health” divides India by Heinrich Boll US
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BUT WE NEED TO ASK
IF FINANCIALISATION
OF NEW AREAS OF
THE ECONOMY, AND
NEW METHODS OF

INDEBTEDNESS,

ARE ENDEAVOURS
WORTHWHILE ENOUGH
TO JUSTIFY CREATING A
MASS SURVEILLANCE
PROGRAMME.

also draws the boundaries of surveillance

by private actors. For example, the National
Privacy Commission of the Philippines held
that employee monitoring could only be

done in conformity with the provisions of the
Data Protection Act, which means that the
monitoring would have to be proportional to
requirements rather than excessive. It also held
that companies should consider monitoring
methods that intrude less on privacy.1?®

New workers’ rights against
surveillance

Trade unions will find that this is an opportune
time to arrive at positions on workers’ rights

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

against surveillance. This applies to both blue-
collar and white-collar workers. Whether in
factories, warehouses, while delivering items or
while working from home, workers are being
increasingly subjected to minute surveillance.
A pushback against this must take the

form of demanding that such surveillance

be minimised, and where it is carried out,
demanding that the data collected be made
transparent. Often such data can be beneficial
to the workers’ own case for benefits as it
demonstrates productivity.

Taking stock of the private benefits
of mass surveillance

Mass surveillance programmes may very
often be instituted because they provide
valuable resources for the private sector.
Many digital ID and health ID projects
seem to be instituted for this reason.
Authentication using such IDs can make
identification processes smoother for the
private sector. In some cases, authentication
difficulties can be reduced by loosening
regulations around authentication rather than
creating a national digital ID system. In other
cases, the social value of these businesses

is itself called into question. For instance,
Aadhaar has been the basis of “*Know Your
Customer” verification for new financial
technology businesses in India. But we need
to ask if financialisation of new areas of the
economy, and new methods of indebtedness,
are endeavours worthwhile enough to justify
creating a mass surveillance programme.??
The causes of poverty and deprivation often
lie elsewhere.

Data collected from such programmes can aid
in business decision-making. Health IDs and
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THE FLIP SIDE OF DIGITAL SOVEREIGNTY

1S EXCESSIVE CONTROL BY THE NATIONAL
GOVERNMENT. SUCH EXCESSES CAN BE ALLAYED
THROUGH A PARTICIPATORY SYSTEM OF INTERNET
GOVERNANCE, WHERE RESIDENTS AT THE LOCAL

AND NATIONAL LEVELS PROVIDE BINDING INPUT
10 REGULATORS ON VARIOUS ASPECTS OF
INTERNET GOVERNANCE THROUGH COUNCIL
MEETINGS, TOWN HALLS, RANDOM SAMPLE
VOTING, AND OTHER METHQODS.

digitalisation of health data in particular can
serve as a goldmine for business. There needs to
be greater public deliberation and participation
in determining the acceptable trade-off between
privacy and the benefits of digital intelligence,
as well as ensuring that these benefits are
distributed in equitable ways. If it is determined
that the intelligence derived from data is
valuable enough to be collected despite the
privacy implications, the people’s collective
rights over their own data must be instituted
through law. This would mean that people and
their organisations can demand access to the
data to develop their own solutions using it.
India’s proposed non-personal data policy is an
example of such an attempt.!3®

Where digital IDs are instituted, there should
be a demand for decentralising and securing
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data storage to minimise the chances of it
being compromised, and also for transparency
in any algorithms used to include or exclude
people based on digital ID authentication.!3!

Sovereignty through participation

The Ukraine war saw many Western countries
targeting Russia’s digital infrastructure

with the cooperation of private enterprises.
Without commenting on the necessity of

the sanctions, they made clear that some
countries have an interest in maintaining
digital sovereignty in the case of geopolitical
conflicts. China’s Great Firewall, Cambodia’s
proposed National Internet Gateway, Russia’s
attempt to separate its networks from the
world, and the US government’s insistence
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that TikTok data of US citizens be stored
inside the US—can all be seen as attempts
to bolster digital sovereignty. The flip side

of digital sovereignty is excessive control by
the national government. Such excesses can
be allayed through a participatory system

of internet governance, where residents at
the local and national levels provide binding
input to regulators on various aspects of
internet governance through council meetings,
town halls, random sample voting, and

other methods. The internet is an essential
infrastructure for communication and

the additional investment in ensuring its
democratic regulation can be easily justified.

Data minimisation

The collection of large reams of behavioural
data by private enterprises, most notably social
media companies, is a risk for many reasons.
The first risk is the fact that these companies
themselves glean insights about people’s
behaviour, and this has adverse impacts on
people’s autonomy and market competition.
The second risk is that the more data that is
collected, the more it is vulnerable to being
leaked or accessed by malicious actors. The
third risk is the most relevant to this discussion
— the more personal data that is collected,

the more chance for governments to access it
for purposes of suppression or manipulation.
Private companies may or may not hand over
this data to governments, but both scenarios
present their own problems: those of public
and private censorship respectively.!3?

The only fool proof protection against
surveillance is minimising the collection of
data. Institutions are subject to capture and
the most comprehensive laws are subject

DIGITAL TECHNOLOGY AND SURVEILLANCE IN ASIA-PACIFIC

to being ignored. But these institutions and
laws are still important demands, because
they limit the worst excesses of surveillance
and improve public consciousness related

to privacy. Nevertheless, progressive actors
need to seriously consider different possible
compromises between the incremental benefits
of data collection and the incremental risk

of surveillance. Some data collection has
undoubtedly made our lives easier. Some has
provided less clear benefits: for example, app-
based contact tracing for Covid-19 has not
worked spectacularly well in many countries,
and even data-based ad targeting is not as
effective as previously thought.!33

In this light, a reasonable position is that

we should minimise the use of data and

related technologies when the privacy harms
are significant. When new policy challenges
present themselves, it is worthwhile to conduct
privacy risk assessments from a social point

of view rather than for compliance reasons.
Independent or civil society organisations can
explore developing such assessments.

IN THIS LIGHT, A
REASONABLE POSITION
IS THAT WE SHOULD
MINIMISE THE USE OF

DATA AND RELATED
TECHNOLOGIES WHEN
THE PRIVACY HARMS
ARE SIGNIFICANT.
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CONCLUSION

Surveillance challenges in all the four
countries studied follow from the ubiquity of
data generation and electronic communication
today. Unmitigated state surveillance is
sometimes legally sanctioned despite a
constitutional right to privacy, and where
restrictions on state action exist, they are
more often than not ignored. National digital
ID systems perform the dual functions

of surveillance and resource-creation for

the private sector. The involvement of the
private sector has helped immensely in the
development and expansion of oppressive state
surveillance through partnerships that transfer
technology to the state and protect it from
legal implications. The Covid-19 pandemic has
meant that state surveillance was ramped up
in the guise of contact tracing, and is likely to
remain after the pandemic has receded.

Surveillance by private entities over workers
and employees has also risen rapidly. Workers
of all types are now subject to being observed
at all times of work, and their benefits can

be tied to the conclusions drawn from such
observations. Many times, these conclusions
are drawn by automated systems and workers
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are fired using these systems. This surveillance
intensifies labour exploitation and leaves
workers more vulnerable than before.

Progressive actors and civil society in the
Asia Pacific region can rally around a few
demands to ensure that the relentless march
of surveillance is held back. Legal rights to
data protection and privacy are crucial but
not sufficient. Oftentimes, data collection and
processing itself has to be stopped in its tracks.
Assessments of privacy impact and the social
value of data collection should be ramped up
to allow people to determine whether they
are willing to trade their privacy for certain
benefits, and whether these benefits can be
achieved through other means. At the same
time, the people’s rights to the following must
be protected: (a) the right to privacy at work;
(b) the right to use data generated by their
own individual or collective actions; and (c)
transparency of automated decision-making
in data-based programmes such as digital 1Ds.
In general, a participatory approach to digital
sovereignty can help find a middle ground
between national digital independence and
national digital control.
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ong been one of the primary threats to political and econo

ic activism.

merging digital technology interacts with the practice of surveillance to strengthen

and broaden it, leading to retaliation and creatin
entrenched interests: This report examines the role
surveillance practices in the Asia-Pacific region, with

chilling effect that protect
igital technology in changing
is on Philippines, Thailand,

India and Cambodia. It situates both state and private surveillance in the political

context of these countries, and ibes the nexus b

ween the two. The report also

elaborates upon the impact®f the Covid-19 pandemic on surveillance in these countries.
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